[Ipunoxenue 2
K 00s3aTe/IbHON MHPOpMALINK
JUISL pa3MellleHus Ha caire

UHOOPMALUMOHHAS ITAMSITKA
JJIA OB YYAIOWUXCH /LIS PASMEUIEHUS
HA OOUIHUAJNBHBIX UHTEPHET-PECYPCAX

C KaX/IbIM I'0OJIOM MOJIOZIEKHU B MHTEPHETE CTAHOBUTHLCS OOJIBIIE, a IKOJIb-
HHKH OJIHH W3 CaMbIX aKTHMBHBIX Iojb3oBaTejneid Pynera. Mexay Tem, MOMHMO
OIPOMHOI0 KOJHMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT U npobiempl. DTa nams-
Ka JI0JKHA IMoMoYb Tede 0e3011acHO HaX0IUThCS B CETH.

Komnpioreptblie BUpYChl

KoMnploTepHbIii BUPYC - 3TO Pa3sHOBHHOCTL KOMIIBIOTEPHBIX [POIpaMm,
OTINYUTEIILHON 0COOCHHOCTBIO KOTOPO# SBJISIETCS CIIOCOOHOCTh K PA3MHOKEHHIO.
B nornosnHeHue K 3TOMY, BUPYChI MOTYT HOBPEAMTh WM MOJHOCTHIO YHHYTOKHTH
Bce (aiiiibl ¥ JaHHble, TOJAKOHTPOJIBHBIE M0JIB30BATENIO, OT UMEHH KOTOPOro Obiia
3allyllieHa 3apak€HHas porpaMma, a Takke IMOBPeAWTb MIIM Jlake YHHUYTOXKHTD
OIEepallMOHHYIO CUCTEMY CO BceMH (halyamu B 1esioM. B 0oJbIIMHCTBE clly4yaen
pacIpoCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MeTo/1bl 3a1UThl OT BPEOHOCHBIX [TPOIPAMM:

1. Menone3yi COBpeMEHHbIC ONEPallMOHHBIC CHUCTEMBbI, MMEIOLIHE Cepbes-
HBIA YPOBEHb 3alLUTLI OT BPEJOHOCHBIX IIPOIrpaMM;

2. IlocTosiHHO ycTaHaBiuBad na4dtd (LUMQPOBLIC 3aILIATKH, KOTOPbIE @BTO-
MAaTHYeCKH YCTAHABJIMBAIOTCS C L@JIbIO JIOpalOTKHU IPOrpaMmbl) U Jipyrue 0OHOB-
JIGHHS. CBOCH onepauuoHHON cucteMbl. CkauMBail MX TOJIBKO ¢ O(ULMAIBLHOIO
calfita paspadordnka OC. Ecnm cywiecTByeT pekHM aBrOMaTHYCCKOIo 00HOBIIC-
HMS, BKJIIOYH €ro;

3. PaGotait Ha cBOEeM KOMIIBIOTEPE T0/1 [IPABAMH [10JIL30BATEs, a He aJMH-
I‘IHCTpaT()pa. BTO HC MO3BOJIUT GOHI)]IIHHCTB}’ BPC,D,OHOCHI:-[X leOl‘paMM HHCTA/lJIK-
pOBaThCs HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Ucnonb3yl aHTUBUPYCHBIE MPOrPAMMHBIE MPOJAYKThI U3BECTHBIX MPOM3-
BOAUTEJICH, ¢ aBTOMaTH4YCCKHUM OOHOBJICHUEM 0as3;

5. Orpanuub GU3UUECKUH JIOCTYIT K KOMIIBIOTEPY JUISi TOCTOPOHHMX JIUIL;

6. Mcnonb3yl BHeMIHUE HOCHTE!IM MH(OpMALMKM, TaKKue Kak ¢uUielnka, JUMCK
uiK (haisl U3 MHTEPHETA, TOJILKO U3 IIPOBEPEHHBIX HCTOUYHUKOB;

7. He orkpbiBaii KomnploTepHble Gaiibl, NOJNYyYEHHDbIC U3 HEHA/IeKHBIX MC-
TOYHUKOB. Jlaxke Te hainbl, KOTOpBIE MPUC/Ial TBOH 3HAKOMBIN. Jlydle yrounu y
HEro, OTIPAaBJsl JIM OH Tede ux.

Cerun WI-FI

Wi-Fi - 910 He Bua nepe/iadu JJaHHbBIX, HE TEXHOJIOIUS, @ BCCro JIMIbL OpeH,
mapka. Eme B 1991 roay Huaepiaaniackas KOMIIAHHsS 3apeructpuposaia OpeHjl



"WECA", 4yro obo3nauano cinosocoyeranue "Wireless Fidelity", kotopsiii nepe-
BOJAUTCA Kak "OecrpoBOIHAS TOUHOCTD".

Jlo Hauiero Bpemen# Jiolila jipyrasi abOpesuarypa, KoTopas siB/sieTCsi TaKOH
Ke TexHojiorued. Dro abbGpesuarypa "Wi-Fi". Takoe wnasanue Obulo JIaHO C
HaMEKOM Ha CTaHJapT BbIclIeH 3ByKoBOH Texuuku Hi-Fi, uro B nepesoje o3nava-
eT "BbICOKasi TOYHOCTB".

Jla, OecriaTHbI MHTEPHET-I0CTYI B Kade, OTessiX ¥ adporoprax sBisercs
OTJIMYHOM BO3MOXKHOCTBIO BbIX0/Ja B HHTepHeT. Ho MHOrue sxkcneprsl CHMTAIOT,
yTo obwenoctynHeie Wi-Fi ceru He sBisirorest 6e30MacHbIMHU.

Cogersl 1o 6e3onacHoctr paboTel B 001etoctynueix cersix Wi-fi:

1. He nepenagaii ¢Boro jauuHyio uH(popmanuio yepes ooduegoctynibie Wi-Fi
CETH. Pa60Taﬂ B HUX, JKEJIaTeJIbHO HE BBO/IUTL IMApOJIM N0CTYIIA, JIOTHHbBLI U KAKHEe-
TO HOMEpA;

2. Ucnone3yil 1 00HOBJISIH aHTUBUPYCHBIE ITporpaMmbl ¥ Opanjmayep. Tem
caMbIM Thbl 00e30onaculllb ceds 0T 3aKauKi BUpyca Ha TBOE YCTPOUCTBO;

3. ITpu ucnoaszoBanuu Wi-Fi orkmoun dynxuuio "O6umwmit joctyn K ¢aii-
nam u npuHrepam". Jlanuas QyHKUMS 3aKpbITa 110 YMOJIMAHUIO, OJIHAKO HEKOTO-
pble MOJIb30BATEIM aKTUBUPYIOT €€ Ul y100CTBa MCIIO/IB30BaHus B padore HIIK
yuebe;

4. He wucnonssyi nyOnuunesit WI-FI juis nepejiaum JMYHBIX JI@HHBIX,
HaIpUMep JUIsE BbIX0J1a B COLIUAJILHBIC CETH WK B MIEKTPOHHYIO [104TY;

5. Mcnons3yit Tosbko 3amuuiensoe coeauuenue yepes HITTPS, a ne HT'TP,
T.e. npu Habope BeG-aapeca BBOAM uMeHHO "hitps://";

6. B moGunpHOM Tenedone orxiroun ¢pynkuuio "loakmouenue k Wi-Fi as-
tomatudeckn". He noryckali aBTOMaTHYeCKOro MOAKIIOUEHUS YCTPOMCTBA K ce-
siMm Wi-Fi 6e3 TBoero cornacusi.

CoumasibHble CeTH

ConuanpHbIe CeTH aKTHBHO BXO/AT B HAILy KH3Hb, MHOI'ME JIIOJH paboTatoT
1 JKUBYT TaM IOCTOSHHO, a B Facebook yuxke 3apeructpupoBal MUJLIMAp/L 4e10BeK,
4TO SIBJISIETCSI OJJHOM Ce/[bMOM BCeX JKUTeJIeH [U1aHeTbl. MHOI'HE 110J1b30BaTE/IH HE
MNOHUMAIOT, 4TO MH(pOpMaALMS, pa3MellleHHass UMU B COLMAIBHBIX CETSIX, MOKET
OBITH Haﬁneua M MCIIOJIB30BaHa KCM YI'OJIHO, B TOM 4YHCJIC HEC obsr3arensio ¢ Oa-
IUMH HaMepeHHsIMH.

OCHOBHbBIE COBETDI 110 0E3011aCHOCTH B COLMAIILHBIX CETSIX:

1. Orpanunyb Crucok jipyseid. Y 1edst B JIpy3bsix He JIOJKHO ObITL Cliyvaid-
HBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuuiai cBow 4acTHyio ku3Hb. He ykaspisaii napoiiu, reieoust, ajipe-
ca, JlaTy TBOEr'0 POXK/JAEHUS U JAPYIyIO JIMUHYIO UHOOPMALHUIO. 3JI0YMbILILIEHHUKH
MOTYT UCIIOJIB30BaTh Aaxke HH(MOPMALIHIO O TOM, KaK Thl U TBOM POJMTEIH ILIAHHU-
pyeTe NpoBecTH KaHUKYJIbI;

3. 3amuuiaii CBOIO peryTaiuio - JIepKH ee B 4UCTOTe M 3ajaBail cebe BO-
npoc: xores Obl Thl, YTOOBI JIpyruUe MOJIL30BaTeNH BHJIEIH, YTO Thl 3arpyKaeilb?’
[Topymait, npesxae 4em 41o-To 01yOJuKOBaTh, HAIUCATL U 3arpy3UTh;



4. Eciy Tbl rOBOPHILL € JIKOJIbMH, KOTOPLIX HE 3Haellb, He UCIOJIb3YH CBOE
pealbHOE MMs M JAPYTIYIO JHMYHYIO MHPOPMALIMU: UMSI, MECTO JKHUTEIIBCTBA, MECTO
y4eObl U npouee;

5. U3berait pasmemienus (ororpaduii B Uurepuere, rjae Tbl H300paxeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO ONPE/IC/IUTh TBOE MECTOIOI0KEHHE,

6. [1pu perucrpauuu B COLMAIBLHON CeTH HEOOXOIMMO UCIIOIB30BATH CIOK-
HbIC [TapOJIH, COCTOAIME U3 OYKB U LH(P U ¢ KOJIIMYCCTBOM 3HAKOB HE MeHee §;

7. Ans conualbHOM ceTH, I0YThl U JAPYIHX CaiTOB HEOOXOAHMMO MCIIOJIL30-
BaTh pasHele napoym. Toraa eciu te0s B31I0MAIOT, TO 3/10YMBIUUICHHUKH 10Iy4aT
JOCTYTI TOJIBKO K OJTHOMY MECTY, @ HE BO BCE cpasy.

DJIeKTPOHHBIE JIeHbI'H

DJIEKTPOHHBIE JCHbIM - 9TO O4YeHb yJ00HbBIH c110c00 IU1arexkei, 0/HAKO Cy-
LICCTBYIOT MOIICHHUKH, KOTOPBIC XOTST HOJLYHYUTh ITH ACHbIH.

DICKTPOHHbBIE ICHBI'M 10SIBUIIMCH COBCEM HEJIABHO MU MMEHHO M3-3a 3TOr0 BO
MHOI'MX IOCy/1apcTBax /10 CUX I10p HE MPOIUCAHO [P0 HUX B 3aKOHAX.

B Poccun ke onn QyHKIHMOHUPYIOT U O HUX YK€ [POIUCAHO B 3aKoe, rje
UX pa3JeisioT Ha HECKOJIbKO BHJOB - aHOHHMMHBIC U HE aHOHUMHbIC. PasHuua B
TOM, YTO @aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaercs MpoBOAUTE onepanuu 6e3
MJIeHTU(UKALIMK [10JIb30BATElIsl, 4 B HCAHOHUMHBIX MJICHTH(HKALIMS [10J1b30BATEIS
SIBJISICTCS 00A3aTEIIbHOM.

Takke caeqyer pasiiMuarh EKTPOHHBIC (pUaTHBIC ACHLI'W (paBHbI rocy1ap-
CTBEHHBIM BAJIOTAM) M JIIEKTPOHHbIE HepUaTHble JAEeHbI'M (HE paBHbl rocyjap-
CTBEHHBIM BaJlOTaM).

OcHoBHBIE COBETHI 110 Oe30MacHOM padoTe ¢ IEKTPOHHBIMU JIeHLIAMU:

1. IlpuBsixu K cueTy MOOUIBHBIA TeaedOH. DTO caMplil yA00HBIA U OBICT-
pblii crtoco® BOCCTAHOBHUTH JOCTYI K cueTy. [Tpusssanusiii Tenedon nomoxer, ec-
MM 3a0ynellb CBOM INIATEKHBIA ApOJb WIM 3aijlellb Ha CAalT ¢ HEe3HAKOMOIO
YCTPOHCTBA;

2. Ucnonp3yit oaHopasossle napodu. llocie nepexoja na ycuiieHnyio aBro-
pu3aluio Tede yxe He OyJeT yrpokarh OlacHOCTL KPaskKy HIIM [IepexBaTa 11aTex-
HOI'0 MapoJis;

3. BopiGepu cnoxubiii naposb. Ilpectynnumkam OyeT He NpocTo yrajarhb
CIIOXKHBIA naposb. Hajexubie napou - 9To napoJiy, KOTopble CoJiepKar He Menee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOUHBIC U MPOMUCHBIE OYKBbI, LU(PBI U HECKOJIb-
KO CHMBOJIOB, TaKuMe KaK 3HaK JoJulapa, (pyHTa, BOCKIMIATCIBHBIA 3HAK M T.IL.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CalTaX, KOTOPBIM HE JOBEpsiellb.

DNeKTpOHHas oyTa

DJIEKTPOHHAs! 1104Ta - ITO TEXHOJOI'HS H [IPECLOCTABISACMBIC €10 YCIIYIH [10
[IepeCchUIKe U [10JIYYEHMIO DJIEKTPOHHBIX COODLIEHUH, KOTOPbIE paclpe/elsiloTes B
KOMIbIOTEPHOH ceTh. OOBIMHO 2JIEKTPOHHBIN ITOYTOBBLIA SUIMK BBINIAJUT ClIe/Ly-
I0LUM 00pa3oM: UMs_MoJib3oBaTe/si@uMs_oMeHa. Takke KpoMme repejladuu 1npo-
CTOrO TEKCTa, UMEETCs BO3MOXKHOCTH nepeiaBats (aitibl.

OcHOBHbIE COBETDI 110 0€3011acHOH padoTe ¢ ICKTPOHHOM MOYTOM:



1. Hano BeIOpaTh NpaBWIBHBIA IOYTOBBIH cepBUC. B uHTEpHeTe ecTb
OrpPOMHBIH BBIOOP OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYHILIE J0BEPATDH TEM,
KOI'0 3Haelllb ¥ KTO MEPBbIi B peHTHHTE,;

2. He ykasbiBail B JIMYHON nourte JTWUHYI0 MHbopmanuio. Hampumep, jayyuie
BbIOpaTh "My3bIKanbHbIA_(anar@" win "pok2013" Bmecro "remal3";

3. Mcnone3yil JIByXSTAllHYIO aBTOPU3AlMIO. DTO KOIJ@ NMOMUMO [1aposis
HY’KHO BBOAMTL KOJ, IPUCBUIaeMbli no SMS;

4. BpiOepu cl10KHbIA 11apoJib. /st Kax /1000 04TOBOIO SIMKA J0JDKeH ObITh
CBOM HAJI€XKHBIN, YCTOMYHMBLINA K B3JIOMY apoJib;

5. Ecau ecTb BO3MOXKHOCTH HallMCAThb CaMOMY CBOH JIMYHBIH BOIIPOC, UC-
[MOJIb3YH 9TY BO3MOXKHOCTD;

6. Mcnons3yil HECKOJIBLKO MOYTOBBIX siuKoB. llepsbiii a1 gacTHOH 1epe-
MUCKH C aJpecaTaMu, KOTOPLIM Thl J0BEpseilb. DTO JIEKTPOHHbIA a/[peCc He HAJlo
UCIOJIB30BaTh MPU PErucTpaluu Ha opyMax u cairax;

7. He orkpeiBail ¢aiibl M JApyrue BIIOKEHHUS! B [IUCLMAaX, JIaXKe eC/IM OHH
[PULLIA OT TBOMX Apy3eH. Jlydiue yroyHu y HHUX, OTHPABISIM JIM OHU Tede ITH
(haiisbr;

8. Ilocne okonuanusi paboThl Ha [OYTOBOM CEpPBMUCE Mepe/l 3aKpbITHEM
BKJIQJIKH C CaliTOM He 3a0y/ib HaxaTh Ha "Berittu".

KuOepOy uiiHr UM BUPTYallbHOC U3/ICBaTE/ILCTBO

KubepOysuunr - npeciejoBanue cooOIEHUSIMH, COACPKAILMMU OCKOpOIIe-
HMSI, arpeccuio, 3allyrdBaHue; XyJIUIaHCTBO; colMaibHoe OOHKOTHpOBAHME C T0-
MOIBIO Pa3JIMUHBIX HHTCPHET-CEPBUCOB.

OcHoBHbIe coBeThI 110 6oprde ¢ KUbepOyIIITUHHIOM

1. He Opocaiics B 60#. Jly4uuni criocod: nocoBeToBaThCs Kak cedst BECTH M,
€CJIM HeT TOro, K KOMY MOYKHO 00OpaTHUThCs, TO BHa4ajle yCIHOKOMThCS. Eciu Tbl
Ha4yHeUlb OTBEYaTb OCKOPOJIEHUSIMH Ha OCKOpOJIeHMs, TO TOJIbKO eule Oolblle
pa3oxKelllb KOH(IUKT;

2. YnpaBisii cBoei kudeppernyTralueii;

3. AHOHMMHOCTb B ceTd MHUMass., CyulecTBYIOT C110CO0ObI BbIACHHTDL, KTO
CTOMT 3@ AaHOHUMHBIM aKKayHTOM;

4. He crTouT BecTH XyJMraHcKHil oOpa3 BUpTyalbHOH u3HM. MHTephHer
(uKcHpyeT BCe TBOM JEHCTBMS M coxpausier ux. Yaauurte ux Oyner kpaiiHe 3a-
TPYAHHUTEIIBHO;

5. Cobmoaai ¢BOI0 BUPTYaAIbHYIO YeCTh CMOJIO/LY;

6. Urnopupyii eauuuunblii Heratus. O1HOpa3oBble OCKOPOUTEIIbHBIE CO00-
IIEeHUs JIydlie UrHopupoBath. OObIYHO arpeccus npekpauiaercs Ha HayajlbHOM
CTa/IMH,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILUEHUAMH, B
COLMAJIBHBIX CETSX €CTh BO3MOXKHOCTEL OJIOKMPOBKH OTIIPABKHU COOOLIEHHUH ¢ orpe-
JleJIeHHbIX a/IpecoB;

8. Ecan b1 cBuereds kubepOyiuinnra. TBou JAefAcTBUs: BBICTYIIUTL IIPOTHB
npeciejoBarelis, [0Ka3arh €My, 410 ero ACHCTBHA OLCHUBAKOTCA HEraTUBHO, [10/1-
JepKaTh KepTBY, KOTOPOH HY)KHA ICHXOJIOIHYECKas OMOIlb, COOOLIUTD B3pOC-
JBIM 0 (paKTe arpeCCUBHOIO [1OBE/ICHUS B CETH.



MoO6unpHBIA Tenedon

CospemenHble cMapThOHBI U IUIAHIIETHI COJCPIKAT B cebe BIIOJIHE B3POCIILI
(QyHKUHOHAJ, ¥ TENepb OHW MOT'YT KOHKYPHPOBATL CO CTAIMOHAPHBIMH KOMIIbIO-
Tepamu. OJIHAKO, CPE/ICTB 3aLMThl JUISl MOJA00HBIX YCTPOMCTB [10KA OYCHbL MAJIO.
TectupoBanue ¥ MoUCK yS3BUMOCTEH B HUX IIPOMCXO/HT HE TAK WHTEHCHBHO, KaK
nns K, To ke camoe kacaercst 1 MOOMIIBHBIX IIPUIIOKEHUH.

Cospemennbie MoOUIIbHbIe Opay3epbl yKe NPaKTHYECKH JOTHAIM HACTOJb-
HbIE AQHAJIOTW, OJIHAKO paclliupeHue (yHKUHMOHAIA Bieuer 3a coboi 0o0JiblIyIO
CJIOKHOCTD M MEHBIIIYIO 3alMIIEHHOCTD.

Jlasieko He BCe IMPOM3BOJIMTEIIM BbIIIYCKAIOT OOHOBJCHHUS, 3aKpbIBAIOIIME
KPUTHYECKHE YSI3BUMOCTH /U1l CBOMX YCTPOMCTB.

OcHoBHbIE COBETHI JUIsi Oe30macHoCTH MOOHIIBHOTO Teliedona:

Huuero ne siisiercs no-nacrosiemy OecruiatisiM. Byib octopoket, Bejib
Korja Tebe npejaaratorT OeCruiaTHbI KOHTEHT, B HEM MOI'YT ObITh CKPBIThI KaKue-
TO IUIaTHBIE YCIIYTH;

Hymait, npexzie yem ornpasutb SMS, ¢oro umu Bugeo. Thl TOUHO 3HaeLb,
rae oHu OyayT B KOHEYHOM urTore?

Heo0Oxoa1uMo 00HOBIISI T ONEPAIIMOHHYIO CUCTEMY TBOCI'O cMapThoHa;

Mcenonb3yi aHTUBHPYCHBIC IPOrpaMMbl /U1 MOOMIIBHbLIX Te/1eOHOB;

He 3arpyxail npuiioKeHHsi OT HEM3BECTHOI'O MCTOYHUKA, BEAb OHU MOIYT
Co/iepKaTh BPEJIOHOCHOE IIporpaMmMHoe obecreuenue;

ITocne Toro kak Thl BBIHACLIL C caiiTa, rjle BBOAMII JIMYHYIO HH(POPMALMIO,
3aiiin B HacTpoiku Opaysepa u yjanu cookies;

[leprouyuecku rposepsii, KaKue MUIaTHbIE yCIYI'd aKTHBUPOBaHbl HAa TBOEM
Homepe;

JlaBaii cBoii HOMep MOOMIBLHOTO TejeOHa TOJILKO JIHOJAM, KOTOPbLIX Tbl
3Haellb U KOMY JOBEpsIeIlb;

Bluetooth go/mkeHn ObITh BBIKIIIOYEH, KOIJ@ Thl UM He nonb3yeubes. He 3a-
ObIBail HHOI/1a NPOBEPATH ITO.

Online urpsi

CoBpemeHHBIE OHJIAMH-UIPHI - ITO KPaCOYHbIC, 3aXBaThIBAIOLIME pa3Biieye-
HUs, 00BEAMHSIONIHE COTHH THICAY YeJIOBEK I10 Becemy Mupy. Mrpoku uccienyior
JAHHBII UM MUp, OOILAIOTCS JAPYr C JAPYroM, BBIIOJIHSIOT 3a/laHUs, CPa)kaloTcs ¢
MOHCTPamMHu M MOJIyYalOT OIBIT. 3a YJOBOJBCTBHE OHH ILIATST: IOKYIAIOT JIMCK,
OIJIa4MBaOT a0OHEMEHT MJIM [IPUOOPETalOT KAaKUe-TO OILIHH.

Bce 3tu cpeacTBa WyT Ha NOAACPIKAHHME U PA3BUTHE UI'PBhl, @ TAKKE HA camy
0e30nacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3aLUM, BBIITYCKAIOTCS HOBBIC
natyy (UM pPOBBIC 3aIIATKH JUIS IPOrPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B 1oso0HBIX HIrpax CTOMT OI&acaThesi He CTOJBKO CBOMX COINEpPHHUKOB,
CKOJIbKO KpaKd TBOEro mnapoJsi, Ha KOTOPOM OCHOBaHA CHUCTEMa aBTOPU3AlMH
OONBIIMHCTBA UID.

OCHOBHBIE COBETHI 110 OE30I1aCHOCTH TBOEI'0 HIPOBOIO aKKayHTa:

1. Ecni apyroit urpok Bejaer ceds mioxo MM co3jaer Tede HelnpHUATHOCTH,
3a0JIOKHPYH €ro B CITUCKE UIPOKOB;



2. Iloxanyics aIMMHUCTPATOpaM WIPbl HA IJIOXOE MOBEACHHE YTOrO UIPO-
Ka, JKeJIaTeJIbHO [PUIIOKUTE KAKUE-TO /10Ka3aTelIbCTBA B BH/I€ CKPUHOB;

3. He ykasbiBai iunyto nadopmaluio B npogaiie urpsl;

4. YBaxai JIpyrux y4acTHHUKOB I10 UIpe;

5. He yctanapinuBai Heo(hHIHATEHEIE [TATIYH U MOJIBI;

6. HCHOJ‘II)S}Jﬁ CJIOKHBIC W pa3sHbIC 11apOJIn;

7. Jaxe BO BpeMs UIpbl HE CTOMT OTKJIIOYATh aHTUBHpYC. [loka ThI Urpa-
€lIb, TBOH KOMIIBIOTEP MOI'YT 3apa3uTh.

QUIIMHT WK Kpaka JIMYHbIX JaHHBIX

OObIYHON KpaeH JeHer U JIOKYMEHTOB CeIO/IHs Y/K€ HHKOIO HE YIMBHILb,
HO C pPa3BUTUEM HHTEPHET-TEXHOJIOIMH 3J10YMbIIUICHHUKH [1@PeMeCTH/IUCh B UH-
TEPHET, U MPOAOJIKAIOT 3aHUMATLCS "IO0OUMBIM" J1€J/10M.

Tak nosiBWJIach HOBas yrposa: MHTEPHET-MOILICHHHYECTBA WM (UIIMHI,
rjaBHas 1ellb KOTOPOro COCTOUT B IOJIYYEHUH KOH(MHICHIIMANbHBIX JaHHBIX 10/1b-
30BaTesIel - JIOTMHOB M napoJjieil. Ha anrimuiickom sizbike phishing yuraercs kak
¢GbummHr (ot fishing - peiGHas siosis, password - napois).

OcHosHBIC coBeThI 110 bopble ¢ pULIHHIOM:

1. Cilesn 3a cBouM akkayHTOM. Ecim Thl 110/103peBaciib, YTO TBOSI aHKeTa
Obula B3J10MaHa, TO HEOOXOAMMO 3abJOKMpPOBATh €€ U COOOIUMUTH aIMUHUCTPATO-
paM pecypca 00 TOM Kak MOJKHO CKOpee;

2. Ucnone3yii 6e3omnacHble BeO-caliThl, B TOM 4HClIe, HHTCPHET-MArasuHoB U
IIOMCKOBBIX CHCTEM;

3. HUcnonb3yii cinoxuble W pasuble napoiad. Takum obpazom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBILUICHHUKH [10JYYaT A0CTYII TOJILKO K OJIHOMY TBOEMY IIpO-
GuiIo B ceTH, a He KO BCEM;

4. Ecnu Tebs B3/10MaM, TO HEOOXOAMMO MPE/IYNPE/UTh BCEX CBOUX 3HAKO-
MbIX, KOTOpbl€ jJ00aBiieHbl y Te0st B JIpy3bsiX, O TOM, 4TO Teds B3/lOMald W, BO3-
MOKHO, OT TBOEro uMeHu OyJieT pacchLIaTbCsl ClfaM U CCLUIKM Ha (UILHHIOBBIE
CalThI;

5. YcranoBu Haaexusii napods (PIN) na MoOuibHbIA TenedoH;

6. OTKIII04M coXpaHeHHe napoJis B Opaysepe;

7. He orkpsiBail daiuibl ¥ Jpyrue BIIOKCHMSA B IHCbMax, Jlake €CIH OHM
NPULLIM OT TBOMX JApy3el. Jlyduie yTo4HM y HUX, OTIpaB/ISUIM JIM OHH Tebe JTH
(paiinbl.

[ludposas penyraius

[ludbposas peryraiusi - 9T0 HeraTUBHAsg WJIW MO3UTUBHAS MH(OpMalUs B
ceTu 0 Tede. Komnpomerupyiouas uudopmaliius, pazMelientas B MHTepHeTre, MO-
KeT cepbe3HbIM 00pa3oM OTpa3uUThCs Ha TBOCH peasbHOM xu3Hu. "Llndposas pe-
myTauus" - 3TO TBOW MMMJUK, KOTOpbIH (opMupyercss U3 uHdopmanuu o redbe B
HUHTEPHETE.

TBoe MecTo )uTelbeTBa, yuedsl, TBOe GUHAHCOBOE OJIOKEHHE, OCOOEHHO-
CTH XapakTepa u pacckasbl 0 OJIM3KUX - BCe DTO HAKAIUIMBACTCS B CETH.

MHorue nojipoCcTKy JIerKOMbICIEHHO OTHOCATCS K I1yOJIMKauMy JTMYHONH HH-
dopmauun B MHTEpHETE, HE [IOHMMasds BO3MOXHBIX IIOCICACTBHM. Tbl gaxe He



CMOXEIIb Joragarbcsa O TOM, 4TO [PO'I‘O["pa(lJMH, pasMeCLICHHAs 5 ner HasaJl, ¢Talla
MPUYMHOM OTKAa3a IPUHSTEL TeOst Ha padory.

Kommenrapuu, pazmenienye TBOUX Gororpauit v Jpyrue JeHcTBUsE MOTIYT
HEe MCUE3HYThb Ja)ke I10¢JIe TOro, KaK Thl UX yjaauullb. I'bl HE 3Haemb, KTO coxpa-
HUJI 9Ty MH(OPMALIHIO, 11011414 JIM OHA B [IOUCKOBBIE CUCTEMbI U COXPAaHMUIIACH JIK
OHAa, a IJIaBHOE: YTO IOAYMAIOT O Tebe OKPYKAIOIIMUE JIFOJAW, KOTOPbIE HAWILYT M
yBUIAT 3T0. HaliTu nH(OopMauunio MHOIO JIeT CrycTsi cMoxkeT 000 - Kak U3 J100-
pbIX MOOYXAEHHUH, TAK U ¢ HAMEPCHUEM [IPHYUHHUTL BPe. DTO MOKET ObITb KTO
YIOJIHO.

OCHOBHbIE COBETBI 110 3alIUTe HUPPOBOH PEILy TALlHK:

1. ITogymaii, npex/ie yem 4To-To MyOJIMKOBaTh U repejasarh y ceds B Osiore
UJIM B COLIMAJIBHOM CCTH;,

2. B Hactpoiikax npoduisi ycTaHOBM OrpaHHuYeHHUsi HA MPOCMOTP TBOEro
npoQuiIst ¥ ero COALPIKUMOro, clesai ero ToiabKo "uis apyseid”;

3. He pasmewail 1 He ykasbiBall MHH(pOpMAIHIO, KOTOpas MOKET KOro-iubo
OCKOPOJISITE MU OOUKATD.

ABTOpPCKOE IpaBo

CoBpeMeHHBIC LIKOJIbHMKH - AKTUBHBIC I110JIb30BaTE/IM UU(POBOIro mMpo-
crpancTBa. OHAKO J1aJIeKO HE BCE 3HAIOT, YTO 110JIb30BAHME MHOTMMHM BO3MOXKHO-
cTsaMu 1M poBoro Mupa tpedyer coluoieHus 11paB Ha UHTEUIEKTYallbHYIO c00-
CTBEHHOCTb.

TepmuH "uHTE/IEKTYaNbHAS COOCTBEHHOCTL" OTHOCUTCS K Pa3/IMYHLIM TBO-
pEeHUSIM YeJIOBEYECKOr0 yMa, HauuMHas ¢ HOBbIX M300pereHuit W 3Hakos, 0003Ha-
HAIOUIMX COOCTBEHHOCTb HA IPOJYKTBI H YCIYI'H, W 3aKaHuuBas KHuramu, Goro-
I‘pacbmmn, KHH()qJHJleH.MP‘l H MY3bIKd/IbHbIMH HIPOU3BC/ICHHUAMH.

ABTOpCKHE IIpasa - 3TO IpaBa Ha HMHTEJUIEKTYAJNbHYIO COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAyKH, JIUTEPATYPbl U UCKYycCTBA. ABTOPCKHE IpaBa BLICTYIAIOT B
Ka4yecTBE rapaHTHH TOI0, YTO MHTEJICKTYAJIbHbIH/TBOPUYECKUI TPyl aBTopa He Oy-
JIeT HalpacHbIM, JacT eMy CIIpaBe/lIMBble BO3MOKHOCTH 3apaboTarh Ha pe3ylibTa-
Tax CBOEro Tpy/Ja, MOJIYYUTh MU3BECTHOCTHb U Ipu3Hanue. Hukro 0e3 paspeuieHus
aBTOpa HE MOXKET BOCIIPOMU3BOJIMUTH €ro MPOU3BEICHUE, PACIIPOCTPAHATD, 11y0IHY-
HO ACMOHCTPHPOBATL, Mpo/JaBaTb, HMIIOPTHPOBATL, IIYCKATL B IIPpOKar, 11)/6.]114'-“-10
MCIIOJIHSITD, [TOKA3bIBATL/UCIIONHSITE B 2upe WK pazmeuiars B Murepuere.

Hcnonb3oBanue "nuparckoro” nporpaMMHoOro odecrieyenus MOKeT [npuse-
CTH K MHOI'MM PHUCKaM: OT [IOT€PH JIaHHBIX K TBOMM aKKayHTam Ji0 OJOKUPOBKH
TBOEI'0 YCTPOMCTBA, IJle yCTaHOB/IeHa HelerajibHas nporpamma. He crour rakke
3a0bIBaTh, YTO CYUIECTBYIOT JierajbHble M OeclulaTHble I1POIPAMMBI, KOTOpbIE
MOJKHO HAHTH B CETH.

O noprane

CereBu4oK.pd - TBOH IIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOKELIbL y3HATD
0 0e30MacHOCTH B CETH MOHATHBIM H JOCTYIIHBIM A3bIKOM, @ [PH BO3HMKHOBEHHH
KPUTHUYECKOM CHUTYyallMu OOpaTHUTLCA 3a COBETOM. A TaKKe IPUHATHL y4acTHe B
KOHKYpPCax M CTaThb CaMbIM [U(POBLIM I'PAKIAHHHOM !



